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Mastercard: Tap on Phone

https://www.mastercard.us/content/dam/public/mastercardcom/na/global-

site/documents/tap-on-phone-implementation-guide-february-2021.pdf
IR

1.3 What is this guide intended for?

This guide is intended to define the components of a Tap on Phone solution and provide guidance on how to enable
and begin distributing a secure solution.

¢ Tap on Phone solutions are built around three solution elements: the merchant's existing NFC-enabled maobile
device (COTS device), a Tap on Phone payment application (PCl CPoC™ application), and a back-end
environment that engoges in attestation, monitoring, and payment processing as part of the solution.

¢ The integrity of both the Tap on Phone payment application on the mobile device and on the host system
are critically important to maintaining the security of transaction data and to helping prevent data
compromise incidents.

¢ All Tap on Phone solutions must comply with PCl CPoC standards and relevant EMVCo and Mastercard

testing requirements.

2.3 Solution options

B mestaecnct Below are options for entities looking to develop or deploy a Tap on Phone solution:

1. PCl-Compliant Commercial Selution [Tap on Phone without PIN: PCI CPoC]: Develop and certify proprietary
solution against published PCI CPoC standard.

2. Engage with Certified Vendor [Tap on Phone without PIN: PCI CPoCl: Commercial agreement with vendor
that offers an approved PCI CPoC solution.

3. Pilot [Tap on Phone with PIN: PCI CPoC w/ PIN]: Pre-PCl industry standard availability of support for PIN
with PCl CPoC solutions.

Tap on Phone
Implementation Guide

February 2021

« Tap on Phone YU1—>3>TI(&. CPoC BE#, BKXUZKZHI D EMVCo & Mastercard DF X MEHICEMT D EMNKRDHSNT
WET,
« VU1 —23>AT23>D3&E0T. PIN ABDBOVI 1 -3 0RENAAIGEEERDTVETD,
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VISA: Tap to Phone

https://partner.visa.com/site/programs/visa-ready/tap-to-phone.html
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= Visa Ready Tap to Phone Progra. X | -

- G @ htips//partnervisa.com/site/programs/visa-rea... [ @ Y5 ¢= 2

= VISA rarner

VISA READY

Tap to Phone

Enable off-the-shelf mobile
devices to accept contactless
payments without additional
hardware.

Join the program

FER—ZAHIICIE CPoC EEVWTWLWEBAN., RBEMIC CPoC VU1 -3 ICLBB—EXTHDIERBMONET, VISAD/\— T —
EUTH—EXZIRMEITSB(C(E Tap to Phone Program (CENMUTREZRITDCENMNMET, T TKRKOENDIABTD—DELT
CPoC #MINESFENTVWIEDERONET,

FreEiEZR—=(C(E “Visa’s Tap to Phone solution requirements with optional PIN capture” WS EENHDDT.
Mastercard ® Tap on Phone &[E#k. CPOCRE(CIMA TEREINIDIENMDEHSZHIEIT ZET. PIN ADNFEENDIEDOER

nxd9g.,
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1. PCI Contactless Payments on COTS (CPoC)
Security and Test Requirements Version 1.0

2. PCI Contactless Payments on COTS (CPoC)
Program Guide Version 1.0

3. PCI Contactless Payments on COTS (CPoC)
Technical FAQs for use with CPoC 1.0 Version 1.1

4. PCI Software-based PIN Entry on COTS (SPoC)
Security Requirements Version 1.1

NHBOXE(F PCI SSC OY4 hd Document Library i34 >0—-RTEF9,
https://www.pcisecuritystandards.org/document_library

FERFEA(CLDEDTHD . AERHE PCI SSC BLUMEt (NTT F—Fuimbdiitki=tt)
DELFY)I T,
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rt to protect account data and support a secure mobie payment-acceptance

/_

Module 1: Core Requirements

Control Objective: All solution security requirements must work in c
transaction.

The entire solution must be assessed against these Core R rements._ All parties involved in the solution, including third-party service providers, are required
to adhere to the requirements in this module. Solution proviters are ultimately responsible for ensuring that all the requirements are met.

Protection of Sensitive Services
All sensitive services that support the confidentiality, integnty, and availability of the solution and its components are to be identified.

1.1

Security Requirements I Test Requirements ‘ Guidance

Properidentification of processes and functions that are
fundamental to the security of the solution ensures
common understanding, and assists with identifying
roles and responsibilities for proper management and

1.1.1.a The tester must confirm that solution provider
documentation exists, is reviewed atleast annually, and
is up to date.

1.1.1 Documentation detailing all sensitive services
implemented by the solution and its components must
exist, be reviewed at least annually and be updated as

necessary. This mustinclude, but is notlimited to, key
management, signing ofapplications, and signing of
updates to the attestation services or configuration.

Note: This includes sensitive services on the COTS
platform and the back-end systems.

\

1.1.1.b The tester must confirm that the documentation
is consistentwith the CPoC solution architecture.

1.1.1.c The tester must confirm that do cumentation
details all sensitive services implemented by the solution.

security of these processes and/orfunctions. Without
this information, implementation of security controls
may be overlooked, which couldlead to unauthorized
disclosureor compromise ofthe solution.

It is expected thatsecurity vulnerabilities will be
discovered throughoutthe year, and that the solution
documentation must be updated to address them.

N\

a1 EH

: CPoC EEDEMF
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CPoC THFESNBAES7IIVAMR/NDRER

Appendix C T. CPoC THIABIEERIES 7 JUXLER/NOBENESHSNTVEIN, 18170 PIN
Security 2 P2PE THFEENTLS TDES (& SN2 7TV LACEFNRVOTEENMNETT,

fRUVARBIESO&R/MER(COWTIE, 3-key TDES ¢EIFLY M#EE LIRS RSA 2048 bit, ECC 224
bit L7132 CTVWET,

ECC(ECDSA, FFC(DSA, DH,

RYOHE (Eyhg) 2048 2048/224

PIWJUXhEB/IMDEEE (CPoCv1.0 p.146 K 7))

IFC: Integer Factorization Cryptography
ECC: Elliptic Curve Cryptography
FFC: Finite Filed Cryptography
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HSM hEsREh3 CPoC EfF

1.2.6 J\WIID R AT A ETEFIVFTAORDITREDNDELE(L, 273<ED FIPS 140-2 Level 3 (Fl& FIPS
140-3[E%) BUL(E PCI 887 HSM @O NRNG WSt NEZ > — REULIRCTIRSR,

NRNG: Nondeterministic Random Number Generator. IFRTERIVELEN LN ER. X FEFEN DRNG (Deterministic
Random Number Generator). JRERMEZL (WLWHODDEEMUELEN) S k2R,

TFIVF1EH

2.6.10 CPoC7 T —23>DOEITEEETFANB LURIIT NI TR BE({FRIBITIIINERZZEM T DO
(. DRKEE FIPS140-2LAL3 (FZ(FFIPS 140-3L[E%F) Fz(d PCI HSM 2D HSM ONER CIREINT
WBIESHRICXT I 2T 17V M-I 2FWTEITI ZNEN DD,
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